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BEWARE OF MALWARE:
Think Before You Click!
Malicious software — or “malware” for short — is a broad class of software built
with malicious intent. Most malware is designed to spread like a contagious illness,
infecting other computers it comes into contact with. If you don’t protect your
computer, it could become infected by malware that steals your personal financial
information, spies on you by capturing your keystrokes, or even destroys data.
Law enforcement agencies and security experts have seen an increase in a certain
kind of malware known as “ransomware,” which restricts someone’s access to a
computer or a smartphone — literally holding the device hostage — until a ransom
is paid. While businesses have been targeted more than consumers to date, many
home computer users have been victims of ransomware.
The most common way malware spreads is when someone clicks on an email attachment — anything from a document to a photo,
video or audio file. Criminals also might try to get you to download malware by including a link in the wording of an email or in a
social media post that directs you somewhere else, often to an infected file or Web page on the Internet. The link might be part of a
story that sounds very provocative, such as one with a headline that says, “How to Get Rich” or “You Have to See This!”
Malware also can spread across a network of linked computers, be downloaded from an infected website, or be passed around on
a contaminated portable storage device, such as a thumb drive or flash drive.

Here are reminders plus additional tips on how to generally keep malware off your computer.
Don’t immediately open email
attachments or click on links in
unsolicited or suspicious-looking emails.
Think before you click! Cybercriminals
are good at creating fake emails that look
legitimate but can install malware. Either
ignore unsolicited requests to open
attachments or files or independently
verify that the supposed source did send
the email to you (by using a published
email address or telephone number).
Even if the attachment is from someone
you know, consider if you really need to
open the attachment, especially if the
email looks suspicious.

Install good anti-virus software that
periodically runs to search for and
remove malware. Make sure to set the
software to update automatically and
scan for the latest malware.
Be diligent about using spam (junk mail)
filters provided by your email provider.
These services help block mass emails
that might contain malware from reaching
your email inbox.
Don’t visit untrusted websites and don’t
believe everything you read. Criminals
might create fake websites and pop-ups
with enticing messages intended to draw
you in and download malware. Anyone
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can publish information online, so
before accepting a statement as fact or
taking action, verify that the source is
reliable. Don’t click on a link to learn
more. If something sounds too good to
be true, then most likely it’s fraudulent
or harmful.
Be careful if anyone — even a wellintentioned friend or family member —
gives you a disk or thumb drive to insert
in your computer. It could have hidden
malware on it. Don’t access a disk or
thumb drive without first scanning it with
your security software. If you are still
unsure, don’t take a chance.”
Source: FDIC Consumer News
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STUDENT CHECKING AND SAVINGS

CONGRATULATIONS
TO 2017 ROWVA
HIGH SCHOOL
GRADUATES!
Best wishes in your future endeavors
from Anderson State Bank!

Anderson State Bank has all of the banking
conveniences that a young adults needs. Many
part-time jobs for young adults come with
direct deposit of payroll, which means a
checking account is required. With Student
Checking, there are no balance requirements
or monthly fees to worry about.*
In addition, enjoy these other great features:
• Free Online Banking - check balances,
view account history and transfer funds
• Pay bills electronically with free Bill Pay
• Free Debit Card for making purchases or getting cash
• Free Mobile Banking
Saving even small amounts can mean fulfillment of personal goals - like a first car, a college
education or other special purchase.
*Requires $100 to open a Student Checking account and $50 to open a Student Savings account. There is a service
charge of $0.50 each for 10 or more withdrawals during a calendar quarter in a Student Savings account.

ORDER A COPY
OF YOUR CREDIT
REPORT ANNUALLY
You have the right to know what is in your
credit report. The Fair Credit Reporting Act
requires each of the three major credit
bureaus to provide you with a free copy of
your credit report at your request each
year. Your credit evaluates you as a
borrower and needs to be accurate.
To get a free copy of your credit report,
visit www.annualcreditreport.com

RETIREMENT RESOURCES FOR EVERY AGE
No matter how close or far you are from retirement, the “Retirement: Secure Your Future”
web page from Iowa State University Extension and Outreach will help you prepare.
The web page includes resources for three general audiences: those who are just starting to
prepare for retirement, those in mid-career and those who are nearing retirement. Investors
of all ages have questions about investing and asset allocation, and may be confused by
the various types of tax-advantaged accounts they can choose from.
For those approaching retirement within the next five to 10 years, a set of four “Retirement
Transitions” publications explains key topics that affect retirement well-being, including
Social Security options, required minimum distributions, income annuities and strategies
for establishing a steady income flow in retirement.
Visit the “Retirement: Secure Your Future” web page at:
www.extension.iastate.edu/humansciences/retirement
Sternweis, Laura and Wollan, Barb. “Retirement resources for every age.”
www.extension.iastate.edu/humansciences/retirement
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